
How International Students Can Avoid 
Tuition Payment Scams 

Take online security precautions
If paying your university online, make sure the website is secure. The 

address of any site you may use to share personal or financial information 

should begin with https (for example, https://www.flywire.com), which 

ensures the data you provide is protected through encryption. Avoid using 

public or unsecured Wi-Fi when sharing sensitive information. If you get an 

email from a suspected scammer, NEVER click on any hyperlinks.

Always verify who you are speaking to
Scammers may pose as a government agent and threaten to revoke your 

visa unless you send a payment to them immediately. They may request 

your personal information, which you should never disclose until you 

have verified that the requestor is an actual government agent authorized 

to do so. If you receive any communications from a person posing as 

a government agent, your first step must be to research whether their 

requests are valid.

Do not share your information
Credit card information, personal information (i.e., name, date of birth), and 

banking details should never be handed out to anyone without a contract or 

relationship with your university, and payment enablers that are not verified 

as authorized by your university should be ignored. These scammers may 

claim to have relationships with universities and colleges that do not exist, 




