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AAU and APLU are identifying and sharing practices that universities are employing to ensure the security of
research, protect against intellectual property theft and academic espionage, and prevent actions or activities by
foreign governments and/or other entities that seek to exert undue foreign influence or which infringe on core
academic values (e.g. free speech, scientific integrity, etc.).

The associations recently conducted a survey asking campus representatives to provide examples of effective
policies, practices, tools, and resources they are using and which other campuses may benefit from learning
about as our universities collectively work to address ongoing and emerging foreign security threats. The
following is a sample of some of the activities being pursued by universities, both existing activities in response to
federal requirements and emerging activities in response to recent security concerns, in over 140 examples
submitted by 39 institutions. We encourage all universities to review these examples and to consider
implementing many of these practices on their own campuses as deemed appropriate to protect against security
threats and undue foreign influence. Additional support collecting and summarizing these examples was
provided by the American Council on Education (ACE) and the Council on Governmental Relations (COGR).

AWARENESS BUILDING AND COMMUNICATIONS

o Distribution of campus-wide letters on safety and security to increase faculty awareness and remind
the campus community of existing reporting requirements. Institutions have distributed letters to their
faculty to increase awareness of systematic programs of foreign influence and how such programs pose
risks to core scientific and academic values and threaten research integrity. These letters often include
information reminding faculty of their existing reporting and disclosure requirements under federal and
institutional policies.

e Publication of security newsletters and presentations. Institutions have published and distributed
security newsletters covering topics including foreign threats to intellectual property and international
travel preparation. Campus-based facility security and export control officers also have reported
providing additional security briefings to university leadership and working to facilitate such briefings
with their regional FBI offices given heightened concerns about foreign threats.

COORDINATION

¢ Formation of high-level working groups and task forces. Institutions have formed cross-campus
working groups and task forces consisting of senior administrators and faculty to discuss, develop, and
implement strategies to better coordinate and address concerns regarding security threats and undue
foreign influence.

e Formation of international activities and compliance coordination offices. Institutions have organized
new offices or shared workflow processes to better coordinate, oversee, and continually review their
activities involving international partnerships, foreign engagements, and compliance requirements.
These offices oversee functions ranging from export controls, to review of foreign visitors, to issues
associated with international students and scholars. Some of these offices also provide strategic
planning, advice, and assistance to administrators, faculty, and staff on international operations,
security, and other high-risk activities.


https://www.aau.edu/sites/default/files/AAU-Files/Key-Issues/Science-Security/AAU_APLU_SSWG_survey_final.pdf
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https://csrc.nist.gov/publications/detail/sp/800-171/rev-1/final
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https://www.ren-isac.net/
https://omnisoc.iu.edu/
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